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Introduction

During your work you may handle confidential information about employees, clients, customers,
and suppliers. This may include names, home addresses, and other personal details. The Data
Protection Act 1998 governs the use of such personal data, whether electronically or in structured
manual filing systems. This policy ensures full compliance with the Act.

If you are unsure whether information can be disclosed, consult the Company’s Data Protection
Officer (DPO) before releasing it. You are personally responsible for compliance. Knowingly or
recklessly disclosing personal data in breach of the Act may result in criminal liability and
disciplinary action, including dismissal for gross misconduct.

Data Protection Principles

All employees must comply with the eight principles of the Act. Personal data must be:

1. Processed fairly and lawfully, meeting the conditions set out in the Act. Sensitive personal data
requires explicit consent.

2. Obtained only for specified, lawful purposes and not processed incompatibly with those
purposes.

3. Adequate, relevant and not excessive for the purpose for which it is processed.

4. Accurate and kept up to date; employees must notify the Company promptly of any changes.
5. Not kept longer than necessary. Personnel files are retained for no longer than six years after
employment ends.

6. Processed in accordance with employees’ rights under the Act.

7. Protected by technical and organisational measures against unauthorised access or loss.

8. Not transferred outside the EEA unless adequate protections are in place.

Employees’ Rights

Employees may request access to personal data held about them. Requests must be made in
writing using a Personal Data Request Form. A fee of £10.00 may be charged. The Company will
respond within 40 days and must verify identity before releasing information.

Exemptions

Certain information is exempt, including:

* Confidential references given by the Company.
» Management planning documents.

» Data legally required to be public.

* Legally privileged documents.

Employee Responsibilities

Employees handling personal data must ensure it is processed lawfully, kept secure, and not
retained longer than necessary. Employees must:

* Not disclose personal data to anyone except the data subject unless authorised.

* Always verify identity before releasing information by phone or other means.

» Use Company-issued passwords or codes when required.



 Transmit personal data only via secure systems.

 Forward third-party information requests to the Data Protection Officer.

« Store personal data securely (locked cabinets, password-protected systems).
» Never access another employee’s records without authority.

* Dispose of confidential waste securely (e.g., cross-shredding).

Information Commissioner’s Office (ICO)

JD Security Solutions (NW) Limited is committed to complying with the requirements set by the
Information Commissioner’s Office (ICO), the UK'’s independent authority for data protection. The
Company will:

» Maintain appropriate registration with the ICO as required by law.

 Ensure all processing of personal data follows ICO guidance and best practice.

 Cooperate fully with any ICO enquiries, audits, or investigations.

 Report relevant personal data breaches to the ICO within statutory timeframes where required.
* Support employees in understanding their responsibilities under ICO regulations.

Employees who suspect a data breach or misuse of information must report it immediately to the
Data Protection Officer, who will assess whether ICO natification is required.

Compliance
Compliance with the Data Protection Act and ICO requirements is the responsibility of every
employee. Any concerns must be raised with the Data Protection Officer.
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